An Analysis of the Tor
Handshake

Akhil Kammila
Mentor: Kyle Hogan



Outline

Tor Introduction
Tor’'s Handshake
Improvements



1 Tor Introduction
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2  Tor’s Handshake
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Takeaways

Tor uses relays to achieve anonymity

Tor has a special handshake that hides two-way
authentication

We propose 2 improvements to Tor's handshake
Removing extra certificate

Removing old versions of Tor
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